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NHOOPMALIMOHHASA TAMSATKA
JJISA OBYYAIOIUXCA AJIA PASMEINEHUSA
HA O®OUIIUAJIBHBIX UTHTEPHET-PECYPCAX

C xaXXJIbIM TOJIOM MOJIOZICKH B MHTEPHETE CTAHOBUTHCS OOJIBIIE, A IKOJIBHUKU OJJHA U3 CaMbIX
AKTUBHBIX IT0JIb30BaTene Pynera. Mexay TeM, TOMUMO OrPOMHOI'O KOJIMYECTBA
BO3MOXHOCTEH, UHTEPHET HECEeT U MpoOsIeMbl. DTa aMaTKa JI0JKHA IOMOYb Tebe Oe30MmacHo
HaXOJUTHCS B CETH.

KomnbiorepHbie BUpYyChI

KomnbroTepHsiil BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX MIPOTPaMM, OTIUYUTETHHOM
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CIOCOOHOCTH K pa3MHOXEHUIO. B 1ononHeHNe K 3ToMYy,
BHUPYCHI MOTYT MOBPEAUTH WM MOJTHOCTHIO YHUUYTOXKHUTH BCe (DaliJIbl U TAHHBIE,
MOJAKOHTPOJIbHBIE MOJIb30BATEN0, OT UMEHH KOTOPOTro Oblila 3amylleHa 3apa)KeHHasi mporpamma,
a Tak)Ke MOBPEANTH WIIA JaXKe YHUUITOXKHUTH OMEPAIIMOHHYIO CHCTEMY CO BceMU (paiimamu B
1enoM. B 6obIInHCTBE CilydaeB pacipOCTPaHsAIOTCS BUPYChl Yepe3 UHTEPHET.

MeTop!I 3aIUTHI OT BPEIOHOCHBIX MPOTPAMM:

1. Ucnionp3yi COBpEMEHHBIE OTIEPAIMOHHBIE CUCTEMBI, UMEIOIINE CEPHE3HBIN YPOBEHD 3AIUTHI
OT BPEIOHOCHBIX TIPOTPAMM;

2. TlocTosHHO ycTaHaBIMBal na4yTH (U (poBbIE 3aIUIATKH, KOTOPhIE aBTOMaTHYECKU
YCTaHABJIUBAIOTCS C IENBIO JOPAOOTKU MPOTPAMMBI) U Apyrue 0OHOBJICHUS CBOCH
omnepanroHHoi cucteMbl. CkaunBail UX TOJIbKO ¢ oduIMaabHOTO caita pazpaborunka OC. Eciu
CYIIECTBYET PEKHUM aBTOMATHYECKOTO OOHOBIIEHUS, BKIIIOUH €T0;

3. PabGoTaii Ha cBOEM KOMITBIOTEPE O/ IIPaBaMU T0JIb30BaTEIs, a HE aMUHUCTpATOpa. ITO HE
MO3BOJIUT OOJILIIMHCTBY BPEJOHOCHBIX MPOTPaMM MHCTANIMPOBATHCS HA TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

4. Vcnionb3yit aHTUBUPYCHBIE IPOIPAMMHBIE TPOYKTHI U3BECTHBIX IPOU3BOAUTENECH, C
aBTOMAaTUYECKUM OOHOBJICHHUEM 0a3;

5. Orpannyub GpU3NYECKUN JOCTYIl K KOMIBIOTEPY JUIsl IOCTOPOHHUX JIULL;

6. Mcnonb3yii BHEIIHME HOCUTEIM HH(POPMAIIUH, TaKUE Kak (Iiernka, Tuck uiu Ghaia u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX HICTOYHHUKOB;

7. He oTkpbIBaii KOMITBIOTEPHBIC (DANIIBI, TOTYICHHBIE U3 HEHA/ICKHBIX HCTOYHUKOB. Jlake Te
(aiinbl, KOTOpbIe MpUciIal TBOM 3HAKOMBII. Jlydille yTo4HH y HEro, OTIpaBisil U OH Tebe ux.

Cern WI-FI

Wi-Fi - 910 He Bu/ niepeiauu TaHHBIX, HE TEXHOJOTHs, a BCEro JInIb Open 1, mapka. Eme B 1991
roJly HUJepiIaHcKas KoMrnanus 3apeructpuponaina openn "WECA", yto o603Ha4ano
cioBocouetanue "Wireless Fidelity", koTopslif nepeBoauTcs kak "06ecrpoBoiHast TOUHOCTB".
Jlo Haiero BpeMeHH Jolia apyras abopeBuarypa, KoTopas SBJISIETCS TAKOH K€ TEXHOJIOTHEH.
Oto abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue ObLIO 1aHO C HAMEKOM Ha CTaHJapT BhICIIEH
3BykoBo# TexHukH Hi-Fi, yTo B nmepeBosie 03Ha4yaeT "BbICOKas TOUHOCTD'.

Jla, 6ecrutaTHBIA HHTEPHET-I0CTYII B Ka(e, OTENAX U a3pOoNopTax sIBJISETCS OTIMYHOM
BO3MOJKHOCTBIO BbIX0/1a B MHTepHET. HoO MHOTHE KCIIepPThI CUUTAIOT, 4TO 00tienoctymnHbie Wi-
Fi cetn He sBisiroTcst 6€30MaCHBIMHU.

CoBetsl 110 O€30MacHOCTH pabOTHI B 001IeI0CTYMHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro muuHyto nHbopMaiuio yepes odmenocrynusie Wi-Fi cetu. PaboTas B
HUX, JKeJIaTeIbHO HEe BBOJUTH MAPOJIU JOCTYIIA, JJIOTUHBI U KaKUe-TO HOMEpa,;



2. Vcnonp3yit 1 0OHOBIISAN aHTUBUPYCHBIE ITPOrpaMMBbl U Opanamayep. TeM caMbIM Thl
obe3omacuiib ceds OT 3aKaYKy BUPYCa Ha TBOE YCTPOMCTBO;

3. [Tpu ucnonb3oBanuu Wi-Fi otkimoun pysakmnuto "OOmmumii 1ocTym K daiizaM u npuaTepam".
JlanHasi GyHKIUS 3aKphITa [0 YMOJTYAHHIO, OJTHAKO HEKOTOPBIE MOJIb30BATEIN aKTUBUPYIOT €€
JUIs y1oOCTBA UCIIOJIB30BaHMsI B paboTe wiun yueoe;

4. He ncnonw3yit nyonuunsiii WI-FI 115 nepegaun AMUHBIX JaHHBIX, HAIPUMEp JUISl BBIXO/1a B
COLIMAJIBHBIC CETH WM B 3JICKTPOHHYIO MOUTY;

5. Ucnonb3yit Tonpko 3ammiieHHoe coequaenue yepe3s HTTPS, a ue HTTP, 1.e. npu HaGope
BeO-apeca BBou uMeHHO "https://";

6. B MoOunsHOM Tenedone otroun ¢pyHnknuio "I[logxmrodenne k Wi-Fi aBromartndecku". He
JOITyCKai aBTOMATHYECKOTO TMOIKIFOUYEHUs yCTpoiicTBa K ceTsiM Wi-Fi 6e3 TBoero cornacwusi.

CounajnHblie ceTH

ConuanbHble CeTH aKTUBHO BXOJST B Hally )KM3Hb, MHOTHE JIOAU pabOTAIOT U )KUBYT TaM
nmocTosiHHo, a B Facebook yxke 3apeructpupoBad MUJIITHAP,T YEIOBEK, YTO SBIISETCS OJHOU
celbMOM Bcex KuTellel TuiaHeTsl. MHOTHE MOJIb30BaTeNy He MOHUMAOT, YTO HH(OopManus,
pa3MelieHHast MU B COLIMANIbHBIX CETAX, MOXET ObITh HaliJIeHa U UCTIOJIb30BaHa KEM YrOJIHO, B
TOM 4HCJIe He 0053aTeNbHO ¢ OJIaruMU HAMEPEHUSIMH.

OcCHOBHBIE COBETHI 110 OE30MACHOCTH B COIIMANIBHBIX CETSIX:

1. Orpannub ciucok Apy3eil. Y Te0st B Ipy3bsiX HE TOKHO ObITh CIy4allHBIX U HE3HAKOMBIX
JTIOEH;

2. 3amuiail cBO0 YacTHYIO *kHu3Hb. He yka3biBail maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKIIEHUS U IPYTYIO TUUYHYIO HHPOPMAIUIO. 30YMBIIUIEHHUKH MOTYT HCIIOIb30BaTh JIaXKe
MH(OPMALIHIO O TOM, KaK Thl U TBOM POJIUTEINN IUIAHUPYETE MPOBECTH KAaHUKYJIbI;

3. 3amuirai CBOI PeIyTaIiio - IEP’KH €€ B UNCTOTE | 3a7aBail cebe BOMpoC: XOTel ObI ThI,
9YTOOBI Jpyrye MoJIb30BaTeIN BUAEIH, YTO Thl 3arpyskaeuisb? [logymait, mpexae yem 4To-To
OMyOJIMKOBAaTh, HAMKMCATh U 3aTPY3UTh;

4. Ecau Thl TOBOPHUIIB C JIIOJIBMU, KOTOPBIX HE 3HACIIb, HE UCMOJIb3Yld CBOE PEATbHOE UMSI 1
JPYTyIo JIUYHYIO HHPOPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObl U Mpouee;

5. N36eraii pasmemenus Gororpaduii B THTEpHETE, T/I€ THI H300pa)K€H Ha MECTHOCTH, 10
KOTOPOU MOYXHO OIPEIEIIUTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu peructpanuu B COIMAILHON CETH HEOOXOAUMO UCIOIb30BATh CIOKHBIE MTAPOJIH,
cocrosimue U3 OyKB ¥ UQP U C KOJTUUECTBOM 3HAKOB HE MeHee §;

7. A couranbHOM ceTH, MOYThHI ¥ IPYTUX CAMTOB HEOOXOJMMO UCIOJIB30BaTh Pa3Hble MapOJIH.
Torga ecnu Te0s B3IOMAIOT, TO 3JI0YMBINIJICHHUKY MOTYy4aT JOCTYI TOJBKO K OJJHOMY MECTY, a
HE BO BCE cpa3y.

DJIeKTPOHHBbIE IeHbI |

DNEeKTPOHHBIE JEHBIH - 3TO OUYEHb YA0OHBIN crioco0 IiaTexel, 0IHAKO CYLECTBYIOT
MOILIEHHUKH, KOTOPbIE XOTAT MOJYYUTh 3TH JICHbIH.

DJNEeKTPOHHBIE JCHBIH MOSIBUIIMCh COBCEM HEIAaBHO U MIMEHHO M3-3a 3TOT0 BO MHOTHX
rocyJapcTBax /10 CHX IOpP He NMPOMUCAHO NMPO HUX B 3aKOHAX.

B Poccun sxe oHM GYHKIIMOHUPYIOT U O HUX yX€ MPONUCAHO B 3aKOHE, TJIe UX Pa3/eisioT Ha
HECKOJIbKO BU/IOB - aHOHMMHBIE U HE aHOHUMHbIE. Pa3HuIla B TOM, 4YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3periaercs IpOBOAUTE onepaluy 0e3 UIeHTU(UKAILIMH TT0JIb30BaTeNs, a B
HEaHOHUMHBIX UIEHTH(UKALIKS OJIB30BaTENs ABISIETCS 0053aTEIbHOM.

Taxoke crieyer pa3nnyarh MEKTPOHHbBIE (UaTHBIE IEHBIU (PaBHBI TOCYAAPCTBEHHBIM BaJIIOTaM)
U JIEKTPOHHbIE He(huaTHbIE JEHbIH (HE paBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ NEKTPOHHBIMU JICHbIaMHU:



1. [TpuBsKU K cueTy MOOUIIBHBIHN TenedoH. ITo camblil yIOOHBIH U OBICTPBIN CIIOCOO
BOCCTAHOBHTB JIOCTYII K c4eTy. [IpuBsi3aHHbIi TeneoH MOMOXKET, eciau 3a0yaenb CBOM
IUJIATEKHBIN MapoJib WK 3alJEIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2. Vcnionp3yit oHOpa3oBbie mapou. [locie mepexoia Ha YCHIIGHHYIO aBTOPU3AIINIO TeOe yiKe
He OyJeT yrpoXkarb OIMacHOCTh KPaXXH WM MEpexBaTa MIATeKHOTO MapoJis;

3. BeiOepu cioxHbIii napoiis. [IpectynmHnkam OyaeT He MPOCTO YraaaTh CIOXKHBIHN 1Mapoib.
HanexHple mapoim - 3T0 mapoJid, KOTOPBIE COAep)KaT He MeHee 8§ 3HAKOB M BKIIIOYAIOT B ce0s
CTPOYHBIC ¥ TPONUCHBIE OYKBBI, IU(PHI K HECKOJIBKO CUMBOJIOB, TAKHE KaK 3HAK J0JIIapa,
¢byHTa, BOCKIHIATENIBHBIN 3HaK U T.11. Hapumep, $tRONG!;;

4. He BBOJIM CBOM JIMUHBIC JaHHBIC HA CATax, KOTOPHIM HE JOBEPSCIb.

DJIeKTPOHHAA MOYTA

DNeKTpOHHAas NOYTa - 3TO TEXHOJOTHs U IIPEIOCTABIISIEMBIE €10 YCIYTH O MEePECHIIKE U
MOJIyYEHUIO AJIEKTPOHHBIX COOOLIEHHUH, KOTOPBIE PACTIPEAEISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO HIIEKTPOHHBIN MOYTOBBIN SIMIUK BHITISIUT CICTYIOIIMM 00pa3oM:
UMs_TI0JIb30BaTeNs(@UMs_ToMeHa. Takxke KpoMme nepeaadu IpoCcToro TeKCTa, MMeeTcs
BO3MOXHOCTh TlepeiaBaTh (ailsibl.

OcCHOBHBIE COBETHI IO 0€30TaCHOM PadOTe C AINEKTPOHHOMN MOYTOM:

1. Hano Bb1OpaTh NMpaBUiIbHBINA MOYTOBBIN CepBHC. B MHTEpHETE €CTh OTPOMHBIN BBIOOD
OECIUTaTHBIX MTOYTOBBIX CEPBUCOB, OJTHAKO JTyUIIle JOBEPSTh TEM, KOTO 3HACIIb U KTO TIEPBBII B
pEeNTHHrE;

2. He yka3piBail B 1nyHOM nouTe JIMYHYI0 H(popmanuto. Hampumep, ntyurie BoIOpaTh
"My3bIKaNbHBIN (haHaT@" umum "pok2013" BmecTo "Temal3";

3. Ucnonp3yi IBYXATallHYIO aBTOPU3ALMIO. JTO KOTJa MTOMUMO MapoJisi HY>KHO BBOJUTH KO,
npuchlIaeMblii o SMS;

4. Be1bepu CJI0KHBIN TapoJb. J{J1s KaK10r0 TOYTOBOTO SITUKA JTOJKEH OBITh CBOW HAJCKHBIM,
YCTOWYHMBBIN K B3JIOMY MMapOJIib;

5. Eciii ecTh BOBMOKHOCTh HallMCAaTh CAMOMY CBOM JIMYHBIN BOMPOC, UCTIOIB3YH ATy
BO3MOKHOCTb;

6. Mcnonp3yil HECKOJIBKO MOYTOBBIX SITUMKOB. [IepBbIii /1s1 4aCTHOM MEPENUCKH C aJpecaTamu,
KOTOPBIM ThI I0BEPSCIIb. ITO JIEKTPOHHBIN apec HE HAJ0 MCIOJIb30BATh IIPU PETUCTPALIMHI HA
dbopymax u caifTax;

7. He otkpsiBaii ¢ailsiel u qpyrue BIOKEHHUS B MUCbMaXx, J1a)Ke €CJIM OHU IPUILIUIA OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTIPABIISUIM JIU OHU TeOe 3T (aiiisl;

8. [locne okoHyanus paboOThl Ha TOYTOBOM CEpBUCE MEPE]] 3aKPHITUEM BKIIAJIKU C CATOM HE
3a0ynp Haxath Ha "Beiidtu".

KubepOy/uIMHT MM BUPTYaJbHOE U31€BATEIbCTBO

KubepOymiuHr - mpecienoBaHue COOOIICHUSIME, COAEPKAIIUMU OCKOPOIEHHS, arpecCulo,
3allyTUBaHME; XyJIUTAaHCTBO; COIIMAIbHOE OOMKOTHPOBAHKE C MOMOIIBIO PA3JINYHBIX HHTEPHET-
CEPBUCOB.

OcHOBHBIE COBETHI IO OOPHOE ¢ KUOEPOYIIITMHTOM:

1. He 6pocaiics B 60ii. JIyumuii cioco6: mocoBeTOBaThCs Kak ceOst BECTU U, €CITU HET TOTO, K
KOMY MO>KHO OOpaTUThCs, TO BHaYale yCIOKOUTHCS. Eciu Thl HauHels 0TBe4aTh
OCKOPOJIEHUSIMU Ha OCKOPOJIEHUS, TO TOJIBKO el1le O0JIbIIe pa3osoKelb KOH(QIUKT;

2. Ynpaisiii cBoeii kubeppemnyraruei;

3. AHOHUMHOCTb B ceTH MHUMAasA. CyIIecTBYIOT CITIOCOOBI BBISICHUTD, KTO CTOUT 32 @aHOHUMHBIM
AKKayHTOM;

4. He crout BecTH XylUraHCKuii 00pa3 BUPTyasibHOM ku3HU. IHTEepHET PUKCHpYyeT BCce TBOU
JEUCTBUS M COXpaHSET UX. Y AAIUTh UX Oy/eT KpalHe 3aTpyJHUTENIbHO;



5. Cobumroiaii CBOIO BUPTYaIBHYIO YECTh CMOJIONY;

6. Urnopupyii eanHn4HbIN HeratuB. OTHOpPa30BbIe OCKOPOUTEIbHBIE COOOIICHNS JIyYllIe
UTHOpUPOBaTh. OOBIYHO arpeccHs MPeKpaIlaeTcsi Ha Ha4yallbHOW CTa M,

7. Ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMU, B COITUATBHBIX CETIX
€CTh BO3MOYKHOCTh OJIOKHPOBKHU OTIIPABKH COOOIIECHU C ONPEETICHHBIX a/IpeCcoOB;

8. Eciu TbI cBUAETENL KNOEPOYIIIMHTa. TBOM AEUCTBUS: BHICTYIIUTh IPOTUB IPECIIEI0BATENS,
[I0Ka3aTh €My, YTO €ro JAeWCTBUS OLIEHUBAIOTCSI HEFaTUBHO, IOIEPKaTh )KEPTBY, KOTOPO
HYXXHA IICUXOJIOTUYECKAst TOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO TIOBEACHUS B
CETH.

MoouibHblii TesedoH

CoBpemeHnHble cMapT(OHBI U MJIAHIIETHI COJIEpKaT B ce0e BIOJIHE B3POCIbIA (DYHKIIMOHAM, U
Terepbh OHU MOTYT KOHKYPHPOBATh CO CTAllMOHAPHBIME KOMITbIOTepamMu. OTHAKO, CPEJICTB
3aIUTHI JUIS ITOI00HBIX YCTPOMCTB IMOKA OYEHBb MaJlo. TEeCTUPOBAHUE M ITOUCK YI3BUMOCTEH B
HUX IMPOWCXOJUT HE TaK MHTEHCUBHO, Kak JuIs [1K, To ke camoe kacaeTcst © MOOMITBHBIX
MIPUIIOKEHHHN.

CoBpeMeHHbIe MOOHIIBHBIC Opay3ephl YKe MPAKTUISCKH JOTHAIN HACTOJIBHBIE aHAJIOTH, OJTHAKO
pacmupenue GyHKITHOHAIA BIEUET 32 CO00M OOJIBITYIO CIIOKHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.
Jlanexo He Bce MPOU3BOAUTEINN BBITYCKAIOT OOHOBIICHMUSI, 3aKPBIBAIOIINE KPUTHIECCKUE
YS3BHMOCTH JIJISI CBOMX YCTPOUCTB.

OcHOBHBIE COBETHI JIJIs1 6€30TIaCHOCTH MOOMITBPHOTO Telle(hoHa:

Huuero He sBisieTcst mo-HacTosieMy OecriaTHeIM. bys ocToposkeH, Beab Korjaa Teoe
npeaaraiT OecryiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKHUE-TO IJIATHBIE YCIYTH;
Jymaii, mpex e uem otnpaBuTh SMS, porto wmm Bumeo. Tel TOUHO 3HaEMIb, T/Ie OHU OYyAYT B
KOHEYHOM uTore?

Heo6xomumMo 0OHOBIIATE OTIEPAIIMOHHYIO CUCTEMY TBOETO cMapTQoHa;

Wcnonb3yit aHTUBUPYCHBIE TIPOTPAMMBI JJIsl MOOMJILHBIX TeNle()OHOB;

He 3arpyxaii mpuio>keHus OT HEU3BECTHOTO UCTOYHHKA, BEb OHU MOTYT COJEPKaTh
BpPEJOHOCHOE MPOTpaMMHOE 00ecrieUeHUE;

ITocne Toro Kak Tl BBIMACIIBL C CaiiTa, IJie BBOIWI JUYHYIO HHGOPMAITUIO, 3aiI B HACTPOUKHU
Opay3sepa u ynanu cookies;

[lepuoauuecku npoBepsii, Kakue IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEDE;

JlaBaii cBoif HoMep MOOMIBHOTO Tene(oHa TOJIBKO JOSIM, KOTOPBIX Thl 3HACIb U KOMY
JOBEPSCIIb;

Bluetooth nomxen ObITh BBIKIIIOUEH, KOTJa Thl M HE ToJb3yelibesa. He 3a0piBail nHoraa
MIPOBEPSATH ATO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOYHbIE, 3aXBaThIBAIOIINE Pa3BiIeueHUs, 00bEIMHSIOIINE
COTHH ThICSY YEJIOBEK 0 BceMy MUpPY. Irpoku ucciaenytoT JaHHbIH UM MHp, 00LIat0TCs APYT ©
JPYroM, BBIIIOJIHAIOT 3a/1aHNUs1, CPAXKaKOTCsl C MOHCTPAMU U MOJIY4aroT OIBIT. 32 yIOBOJILCTBHE
OHH IUIATAT: MOKYNAIOT JUCK, OIUIAYMBAIOT A00HEMEHT WJIM MPUOOPETAIOT KaKHe-TO OIIINH.
Bce 3t cpeacTBa uayT Ha nojJiepKaHue U pa3BUTHE UTPHI, a TAKXKe HA caMy 0€3011acHOCTb:
COBEpILEHCTBYIOTCS CUCTEMbI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE MAaTYH (IIU(PPOBBIE 3aMIaTKH
JUIsL IPOTPaMM), 3aKpbIBAOTCS YA3BUMOCTH CEPBEPOB.

B no1o0HBIX Urpax CTOUT OMacaTbesi HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaXkKH TBOETO
napoJis, Ha KOTOPOM OCHOBaHa CHCTEMa aBTOPHU3AIMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO O€30MTACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1. Eciu npyroit urpox BezeT cedst MI0X0 WM co3aeT Te0e HeMPHUIATHOCTH, 3a0I0KUPYH €ro B
CIIMCKE UTPOKOB;



2. Tloxanyiics agMUHUCTPATOPaM UrPbl Ha IUI0OXOE ITOBEJEHHUE 3TOTO UI'POKA, JKEJIATEIBHO
IIPWIOKUTH KAKHE-TO J0Ka3aTeIbCTBA B BUIE CKPUHOB;

3. He yka3piBaii TMuHYI0 HHPOPMALUIO B TIpodaiiie urpsl;

4. YBaxail Ipyrux y4acTHUKOB IO UIPE;

5. He ycranaBnuBaii Heo(huIIManbHBIE TTATYU ¥ MOJIBI;

6. Vcrnoib3yil Cll0KHbBIE U pa3HbIE M1apOJIy;

7. Jlaxe BO BpeMs UI'Pbl HE CTOUT OTKJIKOYaTh aHTUBUpPYC. [I0oKa ThI Urpaenp, TBOM KOMIIBIOTED
MOT'YT 3apa3HTh.

OUINNHT W Kpaka IUYHbIX JaHHBbIX

OOBIUHOM KpaskeH JIeHeT M IOKYMEHTOB CETOJIHS YK€ HUKOTO HE YIUBHUIIIb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JI0YMBIIIJICHHUKH TIEPEMECTUIINCH B UHTEPHET, U TIPOI0JDKAIOT
3aHUMAaThbCs "MIOOMMBIM" IEJIOM.

Tak mosiBMIIack HOBast yrpo3a: HHTEPHET-MOIIEHHUYECTBA W (DUIIKHT, TIIaBHAS [EJIb KOTOPOTO
COCTOHT B MOJIy4eHHN KOH(PHUICHIINATBHBIX JaHHBIX ITOJIb30BaTelNeH - JOTHHOB | napoJieii. Ha
aHrnuickoM s3bike phishing ynutaercs kak ¢pumuHr (ot fishing - peiOHas noBis, password -
1apoJib).

OcHOBHBIE COBETHI 110 60PHOE C PUIIMHTOM:

1. Cnenm 3a cBOMM akKayHTOM. Ecii ThI 10103peBaetiib, 9To TBOSI aHKETa ObljIa B3JIOMaHa, TO
He00X0IMMO 3a0JI0KUPOBAThH €€ U COOOIINUTh aAIMUHUCTPATOPaM pecypca 00 3TOM KakK MOKHO
CKoOpee;

2. Wcnonb3yi Ge30macHbie BeO-CalThl, B TOM YHCJIe, MHTEPHET-Mara3nHoOB U TOMCKOBBIX CHCTEM;
3. Vcnionb3yi CIOXKHBIE U pa3HbIC Mapon. Takum o0pa3om, eciii Te0s1 B3JIOMaroT, TO
3JI0YMBIIIJIEHHUKH TOJIY4aT JOCTYI TOJIBKO K OJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;
4. Ecnu Te6s B370Malu, TO HEOOX0AUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOpBIE
n00aBIICHBI y T€OS B IPY3bSIX, O TOM, YTO T€OsI B3JIOMAIH W, BO3MOXKHO, OT TBOEr0 UMEHHU OyJeT
paccbUIaThCs CliaM U CChUIKU Ha (PUIIUHTOBBIE CalTHI;

5. YcranoBu HanexHbIH maposib (PIN) Ha MoOubHBIM TenedoH;

6. OTKJII0YM COXpaHEHHE TapoJIs B Opaysepe;

7. He otkpsiBaii ¢ailsiel u qpyrue BIOKEHHUS B MUCbMaXx, J1a)e €CJI OHU IMIPULIIU OT TBOUX
npy3eit. Jlydiie yTouHu y HUX, OTHPAaBIISUIA JTU OHU TeOe 3TU (paitiibl.

udposasi penyrauus

[udposas penyraius - 3T0 HETaTUBHAS WM MO3UTUBHAs HUH(OpMAIIHS B CETH O Tebe.
Kommnpomerupytorias unpopmarus, pasMelieHHas B UHTEPHETE, MOYKET CEphe3HbIM 00pa3oM
OTpa3uThCA HA TBOEU peanbHOM xu3Hu. "LudpoBas pemyrauus" - 3T0 TBOM UMUK, KOTOPBIi
dbopmupyetcs u3 napopMaluu o Tebe B UHTEPHETE.

TBoe MecTo KuTenbCTBa, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa u
pacckasbl 0 OJIM3KUX - BCE 3TO HAKATUIUBAETCS B CETH.

MHorue noIpoCTKH JETKOMBICIEHHO OTHOCSITCS K IYONUKAIlMK JTHYHON HH(popManuu B
WNHtepHeTe, HE NOHUMas BO3MOKHBIX MOCIIEACTBUNA. ThI 1aXke HE CMOKEIb JOTaaThCs O TOM,
yT0 (hoTorpadus, pasmMenieHHas 5 neT Ha3a/, cTalla MPUYUHON 0TKa3a MPUHATH TeOs Ha paboTy.
KommeHnTtapuu, pazmenienue TBoux dotorpaduil U Ipyrue IeicTBUS MOTYT HE HCUE3HYTh JIaXKe
MOCJIe TOTO, KaK ThI MX YJalullb. Thl HE 3HAEIIb, KTO COXPAHUI 3Ty UH(OpMAIIHIO, ToTaNa JIx
OHa B MOMCKOBBIE CUCTEMBI M COXpAHUJIACh JI OHA, a TJIABHOE: UTO MOAYMAIOT O Tede
OKPY’KaIOIIIKe JTFOIU, KOTOPBhIE HAWIYT M YBUIAT 3T0. HaiiT nH(pOpMaIIio MHOTO JIET CITYCTS
CMOKET JIF000i1 - Kak U3 T0OphIX TOOYXKACHHIA, TaK U C HAMEPEHUEM NMPUIUHUTE Bpel. ITO
MOJKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3alIUTE U(POBON peryTaIlluu:



1. Ioxymaii, mpexae Yyem 4To-To IMyOIMKOBATh U MepeaBarh y ceds B 6J1oTe WIIM B COIMATIBHON
CeTH;

2. B Hactpoiikax npouist ycTaHOBH OTPaHUYEHHUS Ha TPOCMOTP TBOETO HMPOQHIIS U €ro
COJIEP’)KUMOT0, CJIeNIall €ro TOJIbKO "ist Ipy3ei";

3. He pa3memnaii u He yka3bIBail ”HGOPMAITHIO, KOTOPAst MOXKET KOT0-TMO0 OCKOPOISTh WK
00OMXarth.

ABTOpCKOE PaBo

CoBpeMeHHbIE ITKOJIFHUKY - aKTUBHBIE TTOJIb30BaTeN! muppoBoro npocrpancTea. OmxHaKo
JIaJIEKO HE BCE 3HAIOT, YTO I10JIb30BAaHWE MHOTUMH BO3MOKHOCTSIMHU LIU(PPOBOro Mupa Tpedyer
coOII0IeHN MTpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepMuH "UHTEIEKTYyalIbHAsE COOCTBEHHOCTh'" OTHOCUTCS K Pa3IMYHbIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi C HOBBIX N300pETeHN U 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTh
Ha IPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUTaMH, oTorpadusaMu, KHHOUIbMAMH U
MY3bIKJIbHBIMU [POU3BEICHUSIMMU.

ABTOpCKHE IpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHHS HAYKH,
JUTEPaTyphl U UCKycCTBA. ABTOPCKHUE MpaBa BHICTYNAIOT B KAUECTBE FapaHTUU TOTO, YTO
MHTEJJIEKTYaJIbHBIH/TBOPUECKHUM TPy aBTOpa HE OyAeT HallpacHbIM, JaCT €My CIpaBeJIBbIE
BO3MOYHOCTH 3apab0TaTh Ha Pe3y/IbTaTax CBOETO TPYAA, MOJIYUYUTh U3BECTHOCTh U MPU3HAHUE.
Huxkro 6e3 paspernienust aBTopa He MOXKET BOCIIPOM3BOIUTH €TO MMPOU3BEACHUE, PACIIPOCTPAHSITD,
yOJIMYHO IEMOHCTPUPOBATh, IPOAABAaTh, UMIOPTUPOBATH, ITYCKATh B MPOKAT, MyOJIUIHO
UCIIOJIHATH, TIOKAa3bIBATH/UCTIONHATD B 3¢upe Wi pazMeniats B lHTepHeTe.

Hcnons3oBanne "mupaTcKoro’ mporpaMMHOTO 00ECTICUeHHSI MOKET MMPUBECTH K MHOTUM
pHUCKaM: OT OTEPH JAaHHBIX K TBOUM aKKayHTaM JI0 OJOKHMPOBKHU TBOETO YCTPOMCTBA, I'lie
yCTaHOBJIEHA HeJleranpHas nporpamma. He crout Taxoke 3a0bIBaTh, YTO CYLECTBYIOT JIETaJIbHbIE
1 OecIulaTHbIE POrPaMMbl, KOTOPbIE MOXKHO HalTH B CETH.

O nopraJe

CereBU4OK.p( - TBOM TJIaBHBI COBETYMK B CETU. 3/1€Ch Thl MOKEIIb y3HATh O O€30MaCHOCTH B
CETH TIOHATHBIM M JIOCTYITHBIM SI3BIKOM, & TP BOZHUKHOBEHUU KPUTUUYECKON CUTYyaIIUH
00paTUTHCS 3a COBETOM. A TaK)Ke NMPUHATh Y4aCTHE B KOHKYpPCaxX M CTaTh CaMbIM ITU(POBBIM
rpakx JaHuHOM !



